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:50V-7WPI P^y b^#^a^3 6 0 0(±. ^0^;V-y$IJ^I I P/t 
[0 10 1] 

&#Wfcf± % JnA=fT> K£^fIL/*£ii. I FTVUXfeffiUl 0 0 2 £ 
.fctf** h«4&IA*Bl 0 0 3 KfcjttSJlTi/** IP7K^im 
#<D^-7 p fIf-7';i/ 6 0 0&i:V t ? , )l'—7ji >;*Wm-7—7)V8 0 0 tiz 
Still U ^70^ - K 1 0 0 £IS^Ste£?Tfc3/S#K&S?fe**iy-r-r TV 
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[0 10 2] 

friz, TPJiXtfV yf-M-^ 3 0 8 tc^^tt^r^-y^aT--^ 

6 0 0 tTt^xmnttfcTyVlr-isB >l=3ax-r;l/7 OOi, yfr--f* 
y^mm'T-y^S 0 0 ti:ov^T^TMt-?)o 
[0 10 3] 

^^-•/^a-r-y^e o of*, ^^-ytc^i-^y- ki o o *mm-f&?z 

[0 10 4] 

J- Kl 0 0 ^ioT^^tL^^-y-^MJi-^Tt^O^-^'m^^^ 

•7^r-;i/K6 02^ j t<Dy)v--ym<D^$)Mmzfem-r zr^-ymm 

7-f-;vK6 0 3 t, AH, ES P ^v^o7t^;w~yrttriijS^ijffi 
t^IPsec oaHgOft^lJ^^-r^) I P s e c^SU^7 -f-^K6 0 4fc 

K6 o 5 ^^-ylzmir^y- Ki o o£i&siJi^&1f$re&&** 

it^^f^M7^-;PK6 0 6 (6 0 6A-6 0 6 B) ££#x.6 0 
[0 10 5] 

T^^HJiMT^J^-yaVflT-^I/? 0 0 fi, y - Kl 0 OtC^ 

[0 10 6] 
[0 10 7] 
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T^^©Mt7yn-y3>fIf-7^7 0 0 flf £ HI 9 K^fo 
[0 10 8] 

-fff^t^* 6 -hf^i7^^K7 0 1 (7 0 1A. 701B) £ 
[0 10 9] 

>^l=S-r-:7*;l/8 0 0^ov^tpJtl) 0 Kl 0 0 

<D I P7F^^»^^ 0 ^^-y^i-^^y- Kl 00OIP7K 
^-^#»^#L*:#./ - Kl 0 0^*^ h£^£> I CMP(Int 
ernet Control Message Protocol) Echo Request/Rep ly^ y V<D-^t) t \ZX 

^~^8 0 Oii, #7- K^isv^T^^ h£*t> I PT KV^^MLtM 
i-^i><D-C\ fiCtt, ^-ytCJl-t-a#y- Kl 0 0<D*X Y&b I PT K 

[0 110] 

EI 1 0 K^;v-yy 0 0 <D— m^TFto 

[0 111] 

h*««i7-f-/UK8 0 1 h£fc*tJE&$*T#y- Kl 0t)OIP7K 

IsXtfeffi-TZ I P7K^«i7-f-^K8 0 2 I PT Kl^O^IM 

[0 112] 

y - K 1 0 0 Lfc^fc tic. y - K 1 0 0 <D I P T KW* te^k>Z> 

*rmm**>&o ttz, -^if^c ip7Fv»iu8 o 2 M^sttr^a 
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[0 113] 

£<D£o%y-VKttLI P/^y YZmm-fZWrfr, /-KlOOOIPv 
6 3t4f fu^M 3 0 5 «U I CMP Echo Request/Reply/^ y h <D*? *) t 9 

3 5 0 0(^ I P7 Vl'Xtf^mZtiX^&^T~7)l'te£Tfr)l/--'7ft<Dm^ 
[0 114] 

SAr-^^-^3 0 9 Icti^tLtv^, -bdra'Jt^TVyx-y 
3 > 9 0 0 ^ov>Ti^^1-^>o ^a'Jf^ 7Vyx->3 >9 0 0li> IPs 

{i\ y - K 1 0 0 A t J - K 1 0 0 B F^TSHf y - K 1 0 0 A^?> y 

-Fl 0 OB^InJOii^ :&«J:^\ Kl 0 QBfrhJ- Kl 0 0 A^ffijcoii 

[0 115] 

[Hi l t^'jf^7vyi-v3V9 o oo— 'Bnj^^-fo 

[0 116] 

TV>x-i/ a S P I (-b^a'Jt^f'J VHtftfiPK lf7C I P T 

[0 117] 

*^yt^JR"Ctt, #y-Kl 0 OlcMWa'Jf^yyx-ygvg 0 
0 Srf^jS-f *lC2b7t»). ^fflOt+i'Jf'f 7Vyx-y 3 > 9 0 0 £f&K1" 
&*lr8-fi N 3Hf7Gl PT Kl^Kti, g#<7>y - Kl 0 00 I PTFl'^^, jH 
f5fcIP7K^(:ii> Ifffl^-K^)I PT KV-*£i£5eU SMMfcffc 

SUSSfcl P7 KWUCtiu It^y- Kl 0 0©I P7 Kl/*£I£^-t&o 




tBIE#2 004-3006314 



2002-375123 ^ v : 25/ 

[0 118] 

isu^n^6 o i K^m^n-x^^^^-ymm^wm^^o ttz, 
%:mmti>K^ ynh^K mmmr^^^XA^ mum, m%hmmzi±^ 

[0 119] 

m_h. ^M^^istt^)^- fi o o <D&mm% t^zi^xmMLfzo 

[0 12 0] 

^mM : ftMK33W&, hv-? iio \,~mm.zn<fz&y - k i o o 

[0 12 1] 

J^T^iJV^rti, I P s e c (DmttmWlt UAH^ ^-FiiLt f7>^ 
h K«\ ISIET;Vrf i; XAiUSHA-1 (Secure Hash Algorithm 
1:SHS (Secure Hash Standard) FIPS 180 1 LtffiS) «rfflV*J6#^*WJC*»f 

[0 12 2] 
[0 12 3] 

m 1 2 ^;i/-y^a«ta«B3 o 2 7^3^^1113 020 

[0 12 4] 

^iV-7°fI»1 3 0 2 0li, jx-Hf #M t'J^-K^y-KlOOO 
[0 12 5] 

fU, Kl 0 0 ^ffiltgMfc-f >-^7^-^^a*|5 3 1 8«\ ^V*- 
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^^7x-X2 0 6 t:fx.t>*lT^SLED7^ hfcjfitfTU K*5pJ 
[0 12 6] 

[0 1 2 7j 

§15 3 0 2 ^-/fljUIl 0 0 0 *»^&i-*o 
[0 12 8] 

1 1\ T^MSSB 3 0 2 <7)®mU 3 1 0 0 fi. g|wnx#'Jy 

r-*-*^-* 3 0 8 t, mmm^ ^-?.%mu3 1 8 &frLx**v * 

it£tf£ig-f& Uf77°3 0 2 1) o 
[0 12 9] 

0 ^-^^JfijKffi«3 2 0 0 £*Ol/-:/£fejft&33 2 1 0 Zftfr^tZ U 
T yf3 0 2 2) o ^^-^^33 2 1 0^T1"£ fc, $J«3 0 2li, 
fBte&#>f >^7x - **n.ai*B 3 18WU ^*'J*- KO# § &*i&T £i§ 
&JL 0 2 7), MS££fx.& 0 

g#tf5T^^^'Jyf-^^3 0 2fcJi&< % ^ KUti^tt b£ 

f OITO 3 1 0 0 (i, > * V * - K & ^ - T^c g #**#Jjd L £ 5 

t LTv^^fiJif U F^-ymmmMS 3 0 0t:^;v-7'#»I3 3 10 
*^**>^r Ufy7"3 0 2 3) , 7°#«a^T1-^> £:> 7r7 7"3 

0 2 7 t::*Itfo 

[0 13 0] 
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«MS5 3 4 0 0 Ktf)V~'?m.WL$mZ 4 1 0 ^T&Jb-fc!: Ur7^302 
6) , ^^-T^M^S^TI-^t^xy^S 0 2 7K*t£f 0 
[0131] 

h \z ^;^yfir-7;v 6 0 0 Iffifct &^fi, MmtiH 3 100I± 
. if, 7^-b^^'Jyf-^^-^3 0 2^^V-/fIr--/^6 0 0 t 

Ffi^^^-yfiT-r^e o o t<Dy)v-?m%\\^*&Mlr2> ( 

^7 7^3 0 2 4) 0 
[0 13 2] 

^T&? ¥11 ®fL, ^^-yif^Mff^S^S 5 0 0 K*^- -/fim^ifr^S 
3 5 1 0 t LTT^-fe-X* 01 ; 3 0 2 RO^V-yflf-^ 6 

0 0 Ktcrre^-r^^a^f^^^r Uf7 7°3 0 2 5) , 

3^71" & £ , 7^3 0 2 7 Kitfro 
[0 13 3] 

^•ry-7°3 0 2 4 iiisv^T, M^JI&o*:^, t(I«3 1 0 0 (i. Slo/c 
^^t'J*- K^JfA^ti-Tt^fiJifU -e<7)f 0 2 7 &c1"rtf 0 

[0 13 4] 

mz, /iv-^ttii 2oo, ^yv--f^wm. \ 3oo. ^--7°»t 

Wl 6 0 0, ^-^fffcHfr^Sl 5 0 O^I^^t^o 
[0 13 5] 

it\ ^^-^MS 2 1 O^a^Jig^IUl 3^^1" 0 
[0 13 6] 

ffru«3 1 o o^^^aps^o^^^it-s ?)v--?$im i $mus 200 

fi, ^v-^H^^L (x-r^7°3 2l 1) . ^~7°£mSUf&£#<7)^;v 
-ymSU^^r^L (XT? 73 2 12), fliE • Hf^E- K<h LTESE (AH 
) SriliRL Uf7^3 2 13) , 7;^*ijXAi:tTSHA-l^Ii;n ( 
X-r -7 7'3 2 14)o 
[0 13 7] 
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7-f-*K6 0 1, I P s e c TOUflHft? 4 K 6 0 4 „ T/l^i; XAM7 
-f — ;v K 6 0 5 U ^-rtlf-7;v 6 0 0 *ftj&-f%> (At ? 73 

2 1 5) o f LT, *7 -;V K6 0 6 icgy - K 1 0 0 0*7 

fcg&l"* 216) 0 

[0 13 8] 

^;i/-7 P fiT-7>6 0 O^Jffi-f^fc. ^-y^Jft*yi*U3 2 0 0lt 
*7— r^fc**'; Ki:3t-nt^ §7-Kl 0 0O7^t7*°'J 
yf-M-7 3 0 8KSB1tL 2 1 7, 3 2 1 8), W^TL 

f:ih^JW3 1 0 0fcfifcrt& o 
[0 13 9] 

V)u~y'mumm3 3 1 o^&a^ns-igi 4^-r 0 

[0 14 0] 

mmu3 1 0 o^^feara^j&^sr^t-st^ ^-^Misg&s 300 

> * 'J * - KlO^^-T'f if-^ 6 0 0^f«i7-f-;i/K6 
0 6 Kg/ - Kl 0 0<D*X h&ZmuL Uf7733 11) , ^'J*-F 
±*>*>-:/WJffiT— 0 0 *gt077-tr7^'J 3 0 8 1*1 

KSBtSt" * Uf>;73 3 1 2) o 
[0 14 1] 

«trv>*#y-Ki o o f-c> &%<Dmn*m%\ir2>%i* >;m%a$km3 1 1 o 

Srfxfc-? (7fy73 313) o 
[0 14 2] 

0 0Otil$fti:£fl3v\ Kl OOiOI 

P s e cifrfg twfflv^-fe^TJt V t-W 77yx-y g >9 0 0 &£J&L (7f 7 7 
3 3 14). *Sl:mTLfc£fc*«»tt3 1 OOCW^o 
[0 14 3] 

zzx^ mj*>smto#m3 7 1 oKov>r^o^s^j]ii£M!-r&o mi 5 
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[0 14 4] 



>sm%i%m3 7 l o-et±^ ^;i/-^fIf-7>6 0 OftcO** 
>f K6 0 6 »=IMfl$^rv^**^ h KMK^ I CMP Echo Request / 
ReplyKi <0 I PT KU*fcJR#L Ur^3712) „ >/<tfg 
r-7>8 0 0i:, h^rt lc^#L/c I PT KW* (77 7 7° 

3713) „ 

10 14 5] 

^^LTiniA3^> KSr^dtL Ut -7 7"3 7 1 4 ) „ **l £ (At 

f7*3 7 15) o 
[0 14 6] 

-?-LT, %.<Q*X h^SrftotBLT^ ^7^71 3 3 0*f> 1 3 6 0<O^a^ 
*l Uf 7/3 3 1 6) o Cli-e. WtfrmLtz** h&tf&%<D*A 

-?"LT, ^-■/»a-f-^6 0 0 0*^ YZtemyj -)V K6 0 6 
ttTv»*. g^<7>y- Fl 0 0 £|i£<£T<7)y- M:^LtJ^±M^^i^ 

t UT773 7 1 7) , y)v-7ft^<z>m* ymmxmi 330 =h*-x.& 0 

[0 14 7] 

m±s ?)V~7°m\\®M3 3 1 OKoviTKULfc, 
[0 14 8] 

^;i/-y«^S3 4 1 0 Cov^, Ell 6*fv>TliWt*o 
[0 14 9] 

1W3 1 0 0^k^S|l$&O^&^&t£ fc> ^^--/»^S^3 4 0 0 
ti> y-Kl 0 Oi^O^^-^WS-r-^ve 0 0<?>*-X h^«|56 0 6 
«$*tTV»**^ hife«r«#tctt*ffi-J- ^7773 3 11) o 
[0 15 0] 
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[0 15 1] 

■^3 3 12) o iOI P7Kl/X^fUcI PTK^tPf^ 

[0 15 2] 

3g IP7K^ «r^m Ltz IPTK^t LitWU^^ v K fcfluS; 
t Uf^3 3 13) , -f-O^^I P7KVXt>ift4/-Kl 0 0 Kj2£# 
Ut^3 3 14) o 
[0 15 3] 

yatlft&sSB 3 4 0 0ii, g 7^ >A-fIt - "7 v ;v 

8 0 0 ^ £ JSLbOJSffcSrfrfc o fc&gfcLfc IP7K^ M£fc>& 9 *W&1r 
h Uf7y3 3 1 5) o 
[0 15 4] 

SAT- 9^-^ 3 0 9 K%BMtZtix\<*2>4z*z.V -t 4 7Vyx-ya 
>9 0 0^«b^L£I P7Kl/XtfU>M5feI PT VUX*&-Di><DZm 
B1U fO-t *a V f 7 V - *> a > 9 0 0&i!lJ|&1-& (777^33 16 

) o 

[0 15 5] 

£ &m Ltz I P 7 K Lv^f 7c IP7KW V f J 

7Vyx-V3>9 0 0 fcJftffiU ^*t££lJErr& 3 3 17) 0 

[0 15 6] 

^-7^tjjft#ia£|$3 4 0 0(4, 0 0 K2Hi$*LTV* 

&:£-C<7>*^ h^|:^Lt, J^±<7)^7- 7° 3 3 11 -777^3 3 1 7 (DOOM 
ZmfLtzfe Uf7 73 3 1 8), 0 
OSrlUI^L Uf^3 3 19), ^;V-mfe|3 3 1 0 fcj&T-f&o *L 
T, imiWffi 3 1 0 OCMT^W^o 
[0 15 7] 

#cfc, ±|Bo^;v-^#in^a3 3 l o fto^;v-7 0 rt^^ff^ >^^n^S 

37 10^7^371 5 & £ Xf?)V- -fmU^m 3 310^)^7^331 
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4 iz^x^m^^, ^rfi^Kiux^^> v&ximK^^y K^siLfc* 

[0 15 8] 

«k31t±. ^--/ffiJUP I prc$r y > £<fg#is*B 3 6 0 0 K J: oT£f£fc>*L, 

i hs#M;S3 6 1 o tuf^o in 1 7 ictts^jm^ 

-To 

[0 15 9] 

^-y^r^i-^^y- Kl 0 0(±. *y f7-^-f >^7x-^f M 
g&3 1 OKis^XV^-^mmi P'^y hZ&mirZt^ I P£«SB3 1 4> 
TCP/UDP$fMH53 1 5 «:jgT^;i/-rira^ffiSfB3 0 2 0^-^« 
fP I P^y h ^m^mU 3 6 0 O^tfiTto 
[0 16 0] 

%mLtzy)i>-7mm i p^ ? ^11^3^3 6ooa, w> k«»u^« 
^Sgi o o i tc|g^$tfrv^n^> KWfcjgUT-^nA-csfe^^s^^itKt-* ( 

[0 16 1] 

Xf^3 6 1 Ko-7> Kf&»tf ? #nA£^1- (0 0) hexT^)o7t^, 
-r*t>*>> iDA^^> K*3HtLfc»£\ *t^7 7°3 6 1 2K3i#, V)V-^U 
m I P^y h^l 0 0 3 Ki£^£*LTV>£flnA^> KfcSHI It § 

tzJ - K 1 0 OO^^h^^^V-yfIf-^6 0 OCfif^i U T" y 7° 
3 6 1 2) o 

[0 16 2] 

7-Kl 0 0<£>** ^)V-y"mmi P^frv Y<DI PTVUXfemUl 

0 0 2 tc|£56$ttTV^^-<7>I P7K^t*fiftt4 (Xf7 7 p 3 613) o 
[0 16 3] 

^-7"wi p/^y hS:^*taflfC3 6oo(t mmm, ~f%t>%, 

Kl 0 O^^jDAnvVK^^f LTifcir&fciniALfcy - K 1 0 
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toXLtz;- ki o o^?)i^y-Ki o o^o^n, ^o^aVf-f 

rvvi-y 3 > 9 0 0 Uf7^3 6 1 4, 3 6 1 5 

) • 

[0 16 4] 

^f^3 6 1 lt37> mSU^-^m^^i- (0 1) hexT?*ofc 

M-SS&3 6 0 0t±, ^77/36 16 K3ttr 0 
[0 1 6 5] 

ii-C, ^^li I P/^y >^MS3 6 0 Ofi, SAf-^-^ 
3 0 9 I : !2f $ t v ^ -b ^ a V 7 ^ 7 V y x - y a y 9 0 0^£>. L*r^ 
KOr'WSBl 0 0 0OIP7 Kl/^ 1 0 0 2 M&jfftStfCV* 
* I PT Kl/Xtf l^lf^I P7K^^o^^ft{iiU JftfllU-b^ 
^UT-^TVv^-va^^glJ^I-^ U7^3 6 16) 0 
[0 16 6] 

^IEL£:»fc^> K<3 I P7KV^ 1 0 0 2 I P7KUX^ 

>;N'fl7-7;i/8 0 O^^i'UI^L ir y ^ 6 1 

7) ^ &mLtzmu^^> f<d*xy%i o o 3 i<zfemztix^&*x h&tm 
iy-Ki o o±o^v-yfi7-y;v6 o o^^>wu^-r^ 

U77^3 6 1 8) o 
[0 1 6 7] 

0 0 ^Mt^MLfc y — K 1 0 0 K^iSI" & -fc * a. y 7- j T V 
yx-ygyg 0 OSrfcmu ^--/^S^-^ 6 0 0^^, g|JJ&L 

T^y-Ki 0 ooii#£iijirr* 0 

[0 16 8] 

m_Lc0J:9^LT. ^^-^^s^i-^y- Kl o o Kmrnxn^t tzitmmt 
^ o /i^je^ o /z^, -ki 00 ^ hmm z tiz> 7)\s--zfwm i p 

fry l»y-Kl 0 0K&v*T, £#<^rf£-t:*^ V x-f T V 

~>^-v3 >£J:i^;v-:/^3ax--:/;i/6 0 0^H$r£*L&o 
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[0 16 9] 

jjLt. 7mm i « y h %m$m*mR Ltz Q 

[0 17 0] 

i i t t\ ^a^asB 3 o 2 k i * , y)v- ?<d£m, mu, 

[0 17 1] 
[0 17 2] 
[0 17 3] 

Hlr^J: 9 J*, I P s e c®lg£fif fettO^^-b^ra 'J r 7 
vyx-> 3 > 9 0 0ii, ^-/^Uii3 0 2 tcisv^r. %Hzteirfr-*?m 

i p s e cinsOTitre&&o 

[0 17 4] 

I Pr?$" y y -f%> iz&fz »k I P s e c iHMgLSgB 3 0 6li, ^#i-^> 
I Pa^o^i PTK^^^-C, SAf-^^-^ 3 0 9 fclfctfcU 
fcfe&l"* I PTK^^f^I PT YVKt LXmftZHX\t>2>**2-VT4 
TVyi-V3>9 0 O^JSffii-^o affiLma'Jf^7V'>x-i/3>9 
0 0 fc2»3*LTV>&tif$SU::^£, I P s e c&Sfcfi 1 ^ I P v 6 SHt^ 

Viz I P/Sjr y Y*Mm-f & 0 
[0 17 5] 

I h^^O^a^JIgSrEI 1 8 ^ffli/^Iit-&„ 

[0 17 6] 

*y h7-^^>^7x-^fftI*U3 1 0 ^UI P/^y h£^frf 
I P v 6 3 1 1 tt, IPv6^itM^ (^7^4 
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0 10) , ML/i I P^ yVlH<D, AHA^©ti*fi^t4 
•/4 0 2 0) o 

[0 17 7] 

^EL£ I P^y yftKAIl^y 0 1 tmW Ltz% bit, ^<r> I p 

^7htIPsec £^&&SB 3 1 2 K^tiTf o 
[0 17 8] 

gWofcl P s e c£te#fc3SB3 1 2I±> I P s e c^iM3 1 

2 0 Uf7^4 0 3 0) „ IPv 6gffift&Sffi 313CI Pr?* y h 

[0 17 9] 

-e LT, IPv6 &13&&kmB 3 1 3 (4. I P v 6 3130 St^tv* 

Ufy^4 0 4 0) > #k3£f*-T1-£o 
[0 18 0] 

IPv6 gmgymm 31314, 1 p v 6 &m&8m 3130 

Zmz-tzgm Ltz/Vrv f^TCP/UDPfiMI53 1 5 fc£»ti£-fo 3£»t 
S£o£TCP/UDP^fi#iggK3 1 5 {4, £lt#ofc^y h O^tegkS&fr 
V\ 77"U^-V3 >3 0 1 K$:mr-9t Ltlfo 
[0 18 1] 

7" 4 0 2 0T\ ±fBO^y ?&%\<* tmWrLtzWr&, *<DI P*>rv h 

^I7n^a«3 1 6 Kgttart-o 

[0 18 2] 

$»tJRo^:$«T^«fe^«ll«iaB3 1 6(4, CMP;^7 h-efc&^g 

*fxs»^t4 (^77^4 0 5 0) o 
[0 18 3] 

^f^4 0 5 Otr, ffL/:IP^7f^ I CMP^ y Y T$>& tm 

mztitthi^ *<D*tip v 6&mmmM3 1 3K&ifmv, ipv6$ 
4B4B&S3 1 3 o £frv> (^7^4 o 4 0) > ^g^yr & Q 

[0 18 4] 

0 5 0-C\ I CMP;^»; t$mZtitz% &feT 
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^-bxfilj«3 1 6fi, f^I P/^y hS:^-^/'- Kl 0 Ojfcfcj&ff 

h$«*feS3 16 0 fcfrv* 7^4 0 6 0) . £0;S£l?-T1-&o 
[0 1 8 51 

3fcfc, ±ffiC5 I P s e cM3 12 0 fcov*T3fc§8-*-&o 
[0 18 6] 

I P s e c*8.il*&3 1 2 14. AHA-^ifti I P'<*? b SrSflTt* fc. 
I P^y ^OSHgxI P7m, S&flKfcl PTK^ AHa^4 0 1 
Sc$*tTV>*SP I ^Hftt**** V f -f 7 V a >90 O^SAf- 

3 0 9*»fefSltfJi-&o 
[0 18 7] 

•tl^TtlUI P^y hOMEflWRfcffrftU 0 1 KiSbe 

[0 18 8] 

mm**— sfeLTv**Ltf. Sftf: i p^y Y*y)\"-'?\,zm > -r2>iEmti:;- 

Kl 0 0*&<&ami:#&U I P v 6$flr&&3Lffi3 1 3 fc$»t«"to L"C 
[0 18 9] 

m_hl P s e cM3 120 tcov^T^LfCo 
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